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Navigating the Digital
Minefield of Business Fraud
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Hosted by Rockland Trust
Featuring Citrin Cooperman Advisors LLC




Housekeeping

* This event being hosted live through Zoom
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* To cut down on background noise, all attendees are muted

* Have questions? Enter them in the Q&A tab on your screen -
we will be answering questions at the end of our webinar

* Contact information for our speakers will also be included at
the end of this webinar for reference

@

* We will share this recorded presentation with everyone in
roughly two business days
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Speakers

Lisa Morrissey
VP, Treasury Management Team Leader
Rockland Trust
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Kevin Ricci
Partner
Citrin Cooperman Advisors LLC

Credentials - Licenses include:

* ISACA Certified Information Systems Auditor (CISA)

* Certified in Risk and Information Systems Control (CRISC)
* Microsoft Certified Systems Engineer (MCSE)

* Qualified Security Assessor (QSA)

* Certified Information Security Manager (CISM)
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Lumi Taiwo

Manager
Citrin Cooperman Advisors LLC

Rockland Trust Company does not endorse, does not guarantee, and disclaims liability for the views
Member FDIC expressed, and the products and services offered, by the guest speakers at this program.




Key Topics

Defining Cybersecurity
Today’s Cyber Threat Landscape
[dentifying Fraud Threats

aNvIIDod

1SNYl

Best Practices for Your Business
Micro Risk Assessment
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Questions

0
_|
Py
Z
0
0
0
T
m
Py
K4
>
Z

Member FDIC



Cybersecurity Overview

Let’s establish a baseline...
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1. Whatis cybersecurity?

* “Cybersecurity is the art of protecting networks, devices, and
data from unauthorized access or criminal use and the
practice of ensuring confidentiality, integrity, and availability
of information”

@

2. What does cybersecurity awareness mean?

* Being cybersecurity aware means you understand what the
threats are and you take steps to prevent them

Member FDIC *Source: CISA.gov, “What is Cybersecurity?” .
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https://www.cisa.gov/news-events/news/what-cybersecurity
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Today's Cyber Threat Landscape 7z
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an average of 21 days of _
downtime Average Days to Contain a

Breach: 73

Member FDIC Statistics from the IBM Ponemon Data Breach Report, KnowBe4, and CompariTech .



Once More Unto the Breach
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Another Day at the Breach

Fines and penalties
Technology expenditures
Forensics

Legal counsel
Notification

Downtime

Reputation
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Common Fraud Strategies

A few of the most prevalent strategies include:
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Malware: “Software used to gain unauthorized access to IT
systems in order to steal data, disrupt system services or
damage IT networks”

 Ransomware: A “type of malware identified by specified

S

data or systems being held captive by attackers until a
form of payment or ransom is provided”

SNV INHIJdOO0ODNIFLIO

Member FDIC *Source: CISA.gov, Malware, Phishing, and Ransomware



https://www.cisa.gov/topics/cyber-threats-and-advisories/malware-phishing-and-ransomware#:~:text=Malware%20is%20any%20software%20used,payment%20or%20ransom%20is%20provided.

Common Threats

Social Engineering: When an attacker “uses human
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interaction (social skills) to obtain...information about an
organization™*

* Phishing: A form of social o —
engineering where attackers use

“email or malicious websites to

S

solicit personal information or to
get you to download malicious

SNV INHIJdOO0ODNIFLIO

software by posing as a
trustworthy entity”**

*Source: CISA.gov, Avoiding Social Engineering and Phishing Attacks

Member FDIC **Source: CISA.gov, Phishing General Security Postcard


https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks
https://www.cisa.gov/sites/default/files/publications/Phishing%20General%20Security%20Postcard_6.24.2021_508cV2.pdf

Spear Me the Details

* Phishing has evolved into Spear Phishing

aNvIIDod

1SNYl

* Targets a specific individual, often with information
relevant to them

* The email appears safe but
has a sinister purpose
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Member FDIC *Source: CISA.gov, Phishing General Security Postcard .



https://www.cisa.gov/sites/default/files/publications/Phishing%20General%20Security%20Postcard_6.24.2021_508cV2.pdf

A King's Ransom

* Dangers of ransomware
* Encryption
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’ Data IS pUthIY ‘ Your personal files are encrypted!
eXp O S e d Your important files encryption produced on this computer: photos, videos,

documents. etc. Here is a complete list of encrypted files, and you can personally
verify this

Encryption was produced using a unique public key RSA-2043 generated for this
computer. To decrypt filesyou need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a tme
speafied in this window. After that, nobody and never will be able 1o restore files...

* Dangers of paying

To obtain the private key for this computer, which will automatically decrypt files,
you nead to pay 100 USD /100 EUR / similar amount in another currency.

Click <Next> to select the method of payment and the currency.

* Ransoms can be
. Private key will be destroyed on
9/24/2013 Any attempt to remove or damage this software will lead to the immediate
I l ego la e 6:21 PM daestruction of the private key by the server,

Time left

54:15:15
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Farewell Sweet Prince

Police arrest alleged 'Nigerian prince' email scammer in
Louisiana
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.USATODAY NETWORK Charles Ventura, USA TODAY Published 6:22 a.m. ET Dec. 30, 2017 | Updated 9:46 a.m. ET Dec. 30, 2017

Louisiana man
charged with 269
counts of wire
fraud and money
laundering
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Gone Phishin’

The key question to ask when receiving an email that :

* asks you to provide sensitive information
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* click on alink or open an attachment
* request to change financial data/payment instructions

person at this time?

> Did I expect this request from this

S

[f you are unsure, then your next step is to contact the sender by
phone to confirm the legitimacy

SNV INHIJdOO0ODNIFLIO

[tis critical to ALWAYS verify financial account details or wire
instructions with your vendors by phone, every time thereis a
change to financial data

Member FDIC



Getting Off the Hook

* Look for errors or suspicious signs
* INFO@email.org
* INFO@ernail.org

* Trust, but verify
* Enable warning banners for external senders
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WARNING: This email originated from outside the organization.

* For many companies providing spear phishing training,
they do not cover the other modes of social engineering:
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* Smishing is an attack via text message
* Vishing is a voice attack via a phone call

Member FDIC
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A Look at Artificial Intelligence (Al)

Access to Al gives fraudsters the ability to:
* Instantly generate sophisticated social engineering attacks

aNvIIDod

1SNYl

* Create malware with minimal effort and coding skills
* Create websites hosting legitimate Al tools to access your data

@

Be aware that:

* There are few safety mechanisms in place to prevent the
upload of sensitive information to Al chatbots
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 Chatbots are susceptible to hackers, so be aware of what
information you and your team provide on these sites

Member FDIC



What is Payments Fraud?
Payments fraud -

* When financial information is stolen from a business by a
fraudulent party (fraudster) and is used to complete illegal
transactions
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* The top vulnerabilities are:
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Credit Card Fraud committed Fraud Fraud committed L.
M.eLhant through Fraud committed through the P
Services Fraud electronic through the use Automated 123
communication of paper checks Clearing House Z

means network

Member FDIC
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Plan A: Go Old School
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Plan B: Implement Cybersecurity Best Practices

Assess, remediate, repeat

Password hygiene & multi-factor authentication
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Continuous monitoring

Third-Party Risk and Service Organization Controls (SOC) reports
Update your technology

Work from home controls

Penetration & vulnerability tests

Incident response preparation (insurance)
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Awareness training

Spear phishing simulations

Member FDIC



Plan B: Work with Your Bank

Rule #1: Always verify new or updated payment information
over the phone with a known contact

Rule #2: Think twice before you click
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Rule #3: Work with a banker to implement preventative tools,
including Positive Pay, purchase limits, and ACH filters/blocks

@

The chances of recovering lost funds is significantly
reduced after 24 hours.

If your business suspects or has experienced fraud - call
your bank immediately!
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The SCORE Report

MODERATE
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Let’s put your business to the test...
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The SCORE Report
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Response Plan

remediation steps in the event of a personally identifiable
information (PIl) data breach.

organized and the remediation time may be significantly extended.

steps. Test, tothe fullest extent possible, the plan on an annual basis. Update the documentation
25 policies and procedures change.

PCI DSS Training

There are no formal policies or trainingin place to provide

protection data.

This is a requirement of PCI DSSv3.1. In the event of 3 data breach, lack of such policies and

in notin compliance with the PCI DSS and

Complete the PCI D needs of the regulations

care data. Update

33 policies and procedures
d submit on annual basis. h

could resultin
decisions.

penalties. It alsc hind

of protecting cardholder data.

PCIDSS Braach
Response Plan

There is no formal response plan in place to provide
remediation steps in the event of a cardholder data breach

Without a set of periodically tested breach response procedures in place, the response may not be
organized and the remediation time may be significantly extended

Document all PCI DSS breach response policies and procedures, with detailed descriptions and
action steps. Test, tothe fullest extent possible, the plan on an annual basis. Update the
documentation as policies and procedures change.
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Pll Breach Tosia s no formal responsa plin in place to provide Without 3 set of periodically tested breach response procedures in place, the response may not be | o et 2!l Pl reach rasponse policies 2nd procadurs, with detailed descriptions and actio

Security, Compliance, and Operations Risk Evaluation

IT Operations

Physical Security

Your SCORE

Average SCORE

Difference

87.5%

67.5%

+20.00%

100.0%

78.3%

+21.70%
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The SCORE Report

For remote connectivity and cloud applications, is multi-factor
authentication required?
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Do you perform viability testing on your backups on a periodic
basis?

Do you provide security awareness training as part of the
onboarding process?

S

Do you periodically test your end users’ ability to detect and
avoid spear phishing attacks?

SNV INHIJdOO0ODNIFLIO

For each of your critical cloud applications, do you request and
review a System and Organization Controls (SOC) report?

Member FDIC



The SCORE Report

Are key IT procedures and credentials documented and
accessible by trusted and authorized members of the company?
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Do you have a third-party risk management system to evaluate
your vendor’s cybersecurity efforts?

[f you accept credit card payments, is your business compliant
with the Payment Card Industry Data Security Standard (PCI
DSS)?

Are your servers and workstations running operating systems

that are supported by the vendor (e.g., Microsoft Windows Server
2012)?
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Do you perform penetration tests or vulnerability scans on a
periodic basis?

Member FDIC



The SCORE Report >
3
Ba
Number of “YES” Answers Risk Level - :E
10
7-9 0
2
Z
4-6 § @
T
.
<
0-3 >

Member FDIC



MODERATE
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Exclusive offer! For viewers of this webinar:

S

Citrin Cooperman Advisors LLC is offering a 50% discount on the
SCORE Report, the proprietary cybersecurity risk assessment that’s
designed to identify and help remediate the risks that threaten your

business before cybercriminals can take advantage of them

SNV INHIJdOO0ODNIFLIO

Contact Kevin Ricci to take advantage of this offer!

Member FDIC
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SR ) Partner
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Rockland Trust Company does not endorse, does not guarantee, and disclaims liability for the views
Member FDIC expressed, and the products and services offered, by the guest speakers at this program.
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Additional Resources

e What You Need to Know About Business Email Compromise

» Working with your Bank to Prevent Wire Fraud for Your
Business
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» 8 Ways to Protect Yourself from Fraud
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https://www.rocklandtrust.com/learning-center/business-resources/what-you-need-to-know-about-business-email-compromise
https://www.rocklandtrust.com/learning-center/business-resources/working-with-your-bank-to-prevent-wire-fraud-for-your-business-
https://www.rocklandtrust.com/learning-center/business-resources/8-ways-to-protect-yourself-from-fraud

